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Abstract: Multi-level (qudit) entangled photon states
are a key resource for both fundamental physics and
advanced applied science, as they can significantly
boost the capabilities of novel technologies such as
quantum communications, cryptography, sensing,
metrology, and computing. The benefits of using pho-
tons for advanced applications draw on their unique
properties: photons can propagate over long distances
while preserving state coherence, and they possess
multiple degrees of freedom (such as time and fre-
quency) that allow scalable access to higher dimen-
sional state encoding, all while maintaining low
platform footprint and complexity. In the context of out-
of-lab use, photon generation and processing through
integrated devices and off-the-shelf components are
in high demand. Similarly, multi-level entanglement
detection must be experimentally practical, i.e., ideally
requiring feasible single-qudit projections and high
noise tolerance. Here, we focus on multi-level optical
Bell and cluster states as a critical resource for quantum
technologies, as well as on universal witness operators
for their feasible detection and entanglement charac-
terization. Time- and frequency-entangled states are the
main platform considered in this context. We review a
promising approach for the scalable, cost-effective
generation and processing of these states by using in-
tegrated quantum frequency combs and fiber-based de-
vices, respectively. We finally report an experimentally
practical entanglement identification and characteriza-
tion technique based on witness operators that is valid
for any complex photon state and provides a good
compromise between experimental feasibility and noise
robustness. The results reported here can pave the way
toward boosting the implementation of quantum tech-
nologies in integrated and widely accessible photonic
platforms.
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entanglement characterization; integrated and cost-efficient
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1 Introduction
Photons (the quantum states of light) are essential building
blocks for both exploring the fundamental nature of physics
and for applied science, as they enable the development of
new disparate technologies such as quantum communica-
tions [1–3], metrology [4–6], computing [7–10], boson sam-
pling [11, 12], and quantum sensing [13]. Photons hold indeed
several advantageous and unique features thatmediate their
exploitation in quantum technologies. For instance, in stark
contrast to other quantum systems such as trapped ions [14,
15] and ultra-cold atoms [16] that typically necessitate cryo-
genic temperatures, photons can be operated at room tem-
perature,whichentails aneasy out-of-the-lab reproducibility
and use of photonic platforms. Furthermore, photons can
propagate over long distances (hundreds of kilometers
[17–19], thus allowing quantum communications between
locations that are situated thousands of km apart [20, 21])
both in free space and in telecom-compatible optical fibers.
Suchpropagationhas typically negligible impacts onphoton
state coherence. This means that decoherence (given by the
loss of a definite phase relation between the quantum states
of a system) canonly affect those photons that are exposed to
a different environment and thus to uncorrelated noise
contributions (for instance,when they travel throughdistinct
channels). This property makes optical quantum states
particularly suitable for, e.g., satellite-based [20, 21] and
fiber-based [19, 22, 23] quantum communications. Photonic
platforms are also characterized by low (<10−5) error rates,
which are several orders of magnitude below platforms that
are instead based on quantum matter. This property makes
photonics a very reliable platform to achieve fault-tolerant
quantum computers in the near future [24]. Finally, photons
possess a number of distinct degrees of freedom (DOFs)
which are useful, for instance, for scalable information
encoding. Specifically, DOFs such as the optical path [25–27],
the orbital angular momentum (OAM) [28, 29], the genera-
tion time [30–34], and the frequency [35–37] (the latter
two also known as time- and frequency-bins, respectively)
enable access to high-dimensional discrete quantum states
(i.e., multi-level or ‘qudits’). The use of d-level photonic
systems offers significant advantages with respect to their
two-level counterparts (qubits) in terms of practicability and
applications. For instance, qudits can increase the sensitivity
in quantum imaging schemes, the key-rate and robustness of
quantum communication protocols, as well as they allow, as
previously mentioned, for more efficient and error-tolerant
quantum computation [2]. Finally, d-level photon states are
more noise tolerant relative to qubits, with their robustness
improving for an increasing number of levels [38, 39].
In this context, the time and the frequency DOFs offer a
unique, robust framework to generate qudits on integrated
photonic platforms (on chip) [35, 37], aswell as tomanipulate
and process multiple temporal and spectral components in a
single spatial mode (such as in a standard optical fiber) [33,
37, 40]. This allows the generation and control of complex
(multi-partite and/or multi-level) quantum states while
keeping the size and complexity of the photonic platforms
relatively low. In quantumoptics, single photons are typically
generated by using emissions from, e.g., quantum dots [41]
and vacancy defects (for example, in diamonds) [42], while
photon pairs are generated by mainly using two nonlinear
processes. One is spontaneous parametric down-conversion
(SPDC), which is achieved in second-order nonlinear media
such as χ(2) crystals (e.g., BBO [43, 44] or KTP [45]) and
waveguides made of, e.g., periodically poled lithium niobate
(PPLN) [46–48]. The other is spontaneous four-wave mixing
(SFWM), which is achieved in third-order nonlinear media
such as silicon-based integrated chips [49, 50] and micro-
cavity resonators (made of, e.g., silicon nitride [51–53] and
Hydex [31, 37, 54, 55]). Following the advantageous photon
properties and the several platforms exploitable for their
generation, quantum science is increasingly investing in
quantum photonics toward out-of-the-lab affordable appli-
cations. In this context, a widespread use of quantum pho-
tonics requires photons to be generated in integrated,
CMOS-compatible chips [56–58], as well as to be manipu-
lated throughoptical devices that are compatiblewithoff-the-
shelf communication infrastructures, such as optical fibers.
Another key resource for fundamental quantum phys-
ics, as well as for the enhancement and development of the
related technology applications, is entanglement [29, 59].
This phenomenon describes purely quantum correlations
between microscopic systems that persist independently of
the physical distance between them or the basis in which
those quantum systems are measured. As such, the proper-
ties of two or multiple entangled states can only be defined
by a wave function that is overall nonseparable [60]. Many
entangled systems can be exploited for nonclassical tech-
nologies. For example, superconducting qubits [61], neutral
atoms [62, 63], and ion traps [64, 65] are typically explored
for the realization of quantum computers. In this review we
focus on entangled photon states, specifically, discrete op-
tical Bell [66] and cluster [67] states, as they are very prom-
ising resources for quantum technology applications [8, 24]
(see Section 2 for a detailed description of the topic). For a
widespread use of quantum photonics, a complete charac-
terization of photon coherence and entanglement, to be
achieved via experimentally practical techniques, is of
crucial importance. Ideally, in order to be considered
experimentally doable, these techniques would make use of
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single-qudit projections (as few and as simple as possible),
aswell as be robust toward experimental noise [38, 39]. Such
a robustness includes, for example, high tolerance toward
white noise, which is one of the most common profiles in
practical scenarios and is seen mainly arising from losses,
measurement inaccuracies, as well as from the settings used
for quantum state analysis (filters, fibers, phasemodulators,
etc.). While two-partite entanglement can easily be charac-
terized using feasible methods (e.g., quantum interference
and Bell’s inequality violation [37, 38], quantum state to-
mography [68–70], and Schmidt decomposition [37, 71]),
the characterization of complex entanglement remains
challenging, especially in the case of multipartite quantum
systems. Extending the approaches established for the
characterization of bi-partite entanglement to multipartite
states is not straightforward, as these are limited to very
restricted cases. For example, the Schmidt mode decompo-
sition for complex quantum states is currently restricted to
three-partite systems [72], while the extension of the Bell
inequality to multipartite systems (the so-called Mermin
inequality) is limited to Greenberger–Horne–Zeilinger (GHZ)
[73, 74] and four-partite cluster [75] states.
In this paper, we review our recent advancements in the
on-chip generationand fiber-basedmanipulationof entangled
photon pairs for the realization and characterization of d-level
Bell [37] and cluster [33] states by exploiting the frequency and
time domains. We further report on a recent theoretical
approach we developed to identify and characterize complex
entanglement via feasible measurement techniques [39]. In
Section2,weprovideageneric overviewofmulti-levelBell and
cluster states, by emphasizing the importance of cluster states
for quantum photonics applications. In Section 3, we focus on
our recent work that describes the generation of multi-level
entangled photon pairs through integrated quantum fre-
quency combs (QFCs), which are light sources with a broad-
band spectrum of equally spaced frequency modes [40, 55,
76–81]. In Section 4, after outlining the problems related to
complex entanglement characterization, we review our
approach, based on multi-level stabilizer witnesses, for
feasible entanglement identification and characterization of
arbitrarily complex photon states. In Section 5, we explain the
extent to which these results can contribute to enhancing a
broad variety of photon-based quantum technologies.
2 Multi-level entangled photons:
Bell and cluster states
Bell states are defined by a class of d2 two-partite entangled
states [82, 83] (where d is the number of levels), and are the
simplest and most exploited class of entangled states,
especially for quantum communication protocols such as
quantum state teleportation [17, 83–86], super-dense cod-
ing [87], quantum repeaters [88, 89], and quantum key
distribution (QKD) [19, 32, 90, 91]. These technologies can
be indeed enhanced by using Bell states. This is the case
for, e.g., QKD. While most of QKD protocols are based on
single photon generation and transmission [21, 92],
employing Bell states allows the use of an exchanged
cryptographic key that is device-independent, meaning
that no trusted quantum source is needed [93]. This
consequently strengthens the security of QKD protocols.
Cluster states are a class of genuine multi-partite
entangled states (that is, entanglement is shared across all
the quantum parties composing the system), that were
introduced first for qubits by Briegel and Raussendorf [67]
and then for qudits by Zhou et al. [94]. From a physical
point of view, a cluster state is defined as an ensemble of
qudits that are located at sites a ∈ ZD of a D-dimensional
lattice in the Euclidean space (with D = 1, 2, 3) and that are
entangled via Hamiltonian interactions. In this case, D
refers to the Euclidean space in which the cluster state
lattice is defined, and it is not related to the dimensionality
d of the photonic system, which is provided instead by the
Hilbert space, the size of which is given by dN, where
d represents the chosen DOF (time, frequency, etc.), and N
represents the number of particles (or, equivalently, the
number of parties). A cluster state can assume different
lattice structures, such as box or horseshoe graphs. When
qudits undergo interactions with their nearest neighbors in
a one-dimensional lattice (i.e., a chain), the cluster state
assumes a linear form. The lattice structure of a cluster state
can always be converted into another structure by applying
unitary operations on the individual qudits. As local unitary
operations do not affect entanglement, the resulting state is
still a cluster state that is locally equivalent to the previous
one and exhibits the same genuine multi-partite entangle-
ment [67]. Two crucial properties characterize cluster states
and distinguish them from any other entangled system:
maximal connectedness (that is, any cluster statepair canbe
projected into a Bell state by means of projection measure-
ments on the remaining qudits) and the highest persistency
of entanglement (that is, a maximal number of projection
measurements is required to fully destroy cluster state
entanglement) [67, 94]. These properties allow cluster states
to be used as entanglement resources, e.g., to generate Bell
or GHZ states by performing local operations on the indi-
vidual qudits.While two- and three-partite cluster states are
locally equivalent toBell andGHZ states, respectively, in the
case of N ≥ 4 parties, cluster states form a unique class of
genuine multi-partite entanglement [67, 95].
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The most important quantum technology application
of cluster states is their use as physical resources for the
so-called one-way (or measurement-based) quantum com-
puters, which were proposed for the first time by Raussen-
dorf and Briegel [95, 96]. One-way quantum computers
significantly differ from traditional quantum computing
schemes that, similarly to classical computing, are based
on two-qubit logic gates, which consist of nonlinear in-
teractions driven by single photon states [24, 97]. Since a
single photon weakly interacts with matter, two-qubit gate
quantum computers are very difficult to implement with
scalableplatforms.On theonehand,photonicprogrammable
simulators with excellent capabilities have already been
demonstrated with matter-based quantum technologies, for
example, the 51-atom quantum simulator [62] and diamond-
based quantum nanophotonics [98]. On the other hand, very
few technologies are considered really promising for scalable
quantum computers, in particular, those are based on su-
perconductors [99], trapped ions [64, 65], and silicon pho-
tonic circuitry [8, 100, 101]. Due to their tight connection with
cluster states, we focus our overview on “one-way photonic
quantum computing platforms”. The working principle of a
one-way quantum computer consists of encoding informa-
tion into a given cluster state, processing it, and finally
reading it out by means of projection measurements on the
individual parties composing the cluster state. The mea-
surement itself thus plays the ‘gating’ action, which is why
one-way quantum computers do not necessitate two-qubit
logic gates. In these one-way operations, cluster states can be
processed only once, as their entanglement is destroyed by
the projection measurements. The advantages of one-way
quantum computers over their logic-based counterparts are
manifold. First, despite the use of a complex physical
resource (i.e., the cluster state), the necessary computing
operations (i.e., the projections) are relatively simple, in
contrast to the complex quantum logic circuits required for
two-qubit gate computing schemes [102, 103]. The other
advantage of one-way photonic quantum computation is the
ability to create large (multipartite and/or high-dimensional)
photonic cluster states that are sufficiently free of errors and
large enough to allow for topological error corrections. This,
in turn, enables fault-tolerant operations [24]. Technology
based on cluster states seems the only approach enabling, in
the near future, the implementation of a device capable of
realizing a comparable number of physical qubits andfidelity
in such a way to allow the use of error correction codes. The
recent rapid progress of quantum computers [9, 24] has thus
intensified the investigation and realization of large cluster
states, both in the continuous variable (CV) and in the
discrete variable (DV) formalism. For example, in the CV
formalism, we recall the cluster state generation based on
GHZ states and passive linear optics [104], as well as the
very recent demonstration of massive, entangled 2D cluster
states obtained bymeans of squeezed quantum states of light
[105, 106]. However, for the purposes of this review, we focus
on DVs, specifically on DV linear cluster states, whose lattice
is a one-dimensional chain. We refer the reader to, e.g.,
Refs. [104–114] for further details on large cluster states
realized by using CVs. In contrast with the CV formalism, the
demonstration of DV cluster states and one-way photonic
quantum computers has been limited so far to two-level
systems [95, 115–117], while the realization of d-level cluster
states and the implementation of high-dimensional one-way
quantumoperationswere only achieved in 2019 via the use of
the discrete time and frequency domains [33].
3 Scalable approaches for the
generation and processing of
multi-level entangled photon
pairs
Several sources have been exploited for the on-chip gen-
eration of multi-level entangled photon pairs, such as ar-
rays ofmultiple PPLN-based integratedwaveguides [26], as
well as silicon [27, 118] and silicon-silica [119] monolithic
platforms. Approaches based on waveguide arrays mainly
exploit path-encoded photon states [26, 120]. While these
qudit sources are suitable for the implementation of
quantum circuits in gate-based computing schemes [121],
increasing the quantum state dimensionality comes at the
cost of a growing number of waveguides. This significantly
hampers the integrability of the photonic platforms, aswell
as enhances their complexity. The use of microring reso-
nators for photon pair generation represents a promising
approach to address both integrability and complexity is-
sues. First, microrings can be integrated on a chip and are
compatible with state-of-the-art CMOS fabrication tech-
niques [35, 52, 54, 122]. Second, they enable the generation
of integrated QFCs that, by allowing for entanglement
generation over many spectral lines in a single spatial
mode, have been demonstrated particularly promising for
integrated and scalable quantum photonics [40, 55, 76–81,
123]. Specifically, QFCs have been exploited for the gener-
ation of scalable multi-level photon states in the time and
frequency domains, which can be manipulated simulta-
neously in a single spatial mode (e.g., in a fiber) and are
robust over long-distance propagation [33, 37, 40, 77, 124].
Recently, we have demonstrated the robustness of two-
level time-bin entanglement over a 40-km long fiber [31], as
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well as the robustness of d-level frequency-bin entangle-
ment over a 24.2-km long fiber [37]. Furthermore, Ikuta and
Takesue demonstrated a four-level time-bin entanglement
distribution over a 100-km long fiber [124]. In this sense,
advancement in transmission techniques can make time
and frequency qudits also compatible with telecommuni-
cation speeds (i.e., ∼GHz rates), with immediate network
applications.
Here, we focus on the realization of d-level photon pairs
by means of integrated QFCs generated within a microring
resonator made of silica or high-index glass (i.e., Hydex) [40,
55, 76–79]. Specifically, suchphotonpairs are thebasis for the
preparation of multi-level frequency-entangled Bell states
[37], as well as of four-partite three-level (qutrit) time- and
frequency-entangled cluster states [33].
3.1 Multi-level frequency-entangled Bell
states
In order to generate frequency-entangled qudit pairs, a
single resonance of a silicon nitride microring resonator
was excited through a spectrally-filteredmode-locked laser
[79, 125] at a wavelength of 1550 nm. This excitation
resulted in the SFWM-mediated generation of photon pairs
(signal, s, and idler, i) spectrally symmetric to the pump
and covering multiple resonances of the microcavity. In
particular, each photon was generated into a quantum
superposition of multiple frequency modes that, together
with the energy conservation of the SFWMprocess, enabled
the realization of d-level frequency-entangled two-photon
states represented by a wave function of the form






where k andd denote the frequencyqudit and the single-state
dimensionality, respectively. A frequency dimensionality of
d = 10 was reached per photon, leading to a 10 × 10-
dimensional Hilbert space.
After filtering the pump, the two photons were sent
into a manipulation and detection scheme (illustrated in
Figure 1b and c, respectively). A concatenation of standard
telecommunications components such as programmable
spectral phase filters and electro-optic phase modulators
(EOMs) was used for themanipulation/processing scheme,
while two superconducting nanowire single-photon de-
tectors (SNSPDs) were used for the detection scheme.
The programmable filters were used to impose arbi-
trary phase and amplitude masks on the spectral modes,
while the EOMwas used for the deterministic and coherent
shifting and mixing of the different qudits (accomplished
through the generation of modulation sidebands from the
EOM). We first made use of these components to determine
the quantum state dimensionality through the measure-
ment of the lower and upper bounds of the Schmidt mode
number, estimated via the joint spectral intensity (i.e., via
spectrally resolved coincidences) and the second-order
coherence function, respectively. The lower and upper
bounds resulted in Klow = 9.4 and Kup = 10.45 ± 0.53, con-
firming a number of relevant orthogonal frequency modes
equal to 10. This led us to the conclusion that each photon
was generated in a ten-level frequency qudit (i.e., a
10 × 10-dimensional Hilbert space). We then exploited the
manipulation scheme to characterize the two-photon
entanglement through quantum interference and quan-
tum state tomography measurements, which were specif-
ically obtained by the two-photon projections
⃒⃒⃒⃒












k + k⟩( )
i
. (3.1.2)
Here, θ is the phase difference between the signal and the
idler, and k denotes the frequency qudit selected for the
projection. Limited by the electro-optic phase modulation
Figure 1: Scheme for the generation (a), manipulation/processing (b), and detection (c) of multi-level frequency-entangled photon pairs. The
inset in the left panel depicts the signal and idler photons being generated in a superposition of multiple frequency modes. The inset in the
central panel reports the sidebands produced by the phase modulator for shifting and mixing the frequency modes. Adapted from [37].
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efficiency, our quantum state analysis focused on the d= 2, 3,
and 4 level cases. To validate the presence of two-photon
entanglement, we extracted the visibility from the retrieved
quantum interference. Raw (without background subtrac-
tion) visibilities of Vd=2 = 83.6%, Vd=3 = 86.6%, and Vd=4 =
86.4% were measured for d = 2, 3, and 4, respectively (see
Figure 2a–c). All these values exceed their respective Bell
inequality violation thresholds of 70.7, 77, and 81.7%, thus
confirming the generation of two-photon entangled qudits.
Finally, to validate the quality of the generated qudit
entanglement, we extracted the fidelity from the density
matrices reconstructed through quantum state tomogra-
phy. Fidelities of Fd=2 = 88.5%, Fd=3 = 80.9%, and
Fd=4 = 76.6%were obtained for d = 2, 3, and 4, respectively,
confirming a good agreement between the measured and
the ideal frequency qudit Bell states (see Figure 2d–f).
3.2 Four-partite three-level time- and
frequency-entangled cluster states
To generate four-partite cluster states, we exploited the
concept of hyper-entanglement [126], which allowed us to
make use of just two photons. Hyper-entangled states are
multi-partite quantum systems that are simultaneously
entangled in two or more independent DOFs, such as polar-
ization, optical path, linear or orbital angular momentum
orbital angularmomenta [116, 117, 127]. Fromanexperimental
viewpoint, two DOFs can be considered independent if they
can be individually manipulated. In a hyper-entangled state,
each DOF represents a party, while the particles can be seen
as the ‘carriers’ for each party. Hyper-entanglement thus
enables the realization of multi-partite photon states by
means of a reduced number of particles, with significant
experimental advantages. For example, the use of hyper-
entanglement allows for a reduced size and complexity of the
required photonic platforms, an enhanced detection rate
(which scales as pN, with 0 < p < 1 being the detection prob-
ability), as well as an access to a Hilbert space of equal or
larger size relative to that accessible through entanglement in
a single DOF. In view of this, hyper-entanglement has been
considered a promising resource for, e.g., quantum commu-
nication protocols, such as remote state preparation in
quantum teleportation [128] and super-dense quantum cod-
ing [87]. While hyper-entanglement has been widely used to
realize multi-partite cluster states, such sources have been
limited to qubits,meaning that only four-partite cluster states
could be achieved with two hyper-entangled photons in DV
platforms [116, 129].
In our work, we exploited the concept of hyper-
entanglement for the first time in higher dimensions by
making use of twoDOFs that are intrinsically the same, that
is, time and frequency (time- and frequency-bin entangle-
ment are indeed the discrete forms of energy-time entan-
glement [30]). In order to consider time and frequency as
independentDOFs, it is necessary that the product between
Figure 2: Two-photon quantum interference
patterns (left panel) for the case of (a) d= 2,
(b) d = 3, and (c) d = 4 levels. The raw
visibilities reported in each pattern (83.6,
86.6, and 86.4%) demonstrate the Bell
inequality violation for the respective
thresholds (70.7, 77, and 81.7%). Two-
photon quantum state tomography (right
panel) for the case of (d) d= 2, (e) d= 3, and
(f) d = 4 levels. Fidelities of 88.5, 80.9,
76.6% were obtained for d = 2, 3, and 4,
respectively, demonstrating a good agree-
ment between the expected and the
measured frequency-entangled Bell states.
Adapted from [37].
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the temporal and the spectral mode separations (Δt and Δν,
respectively) exceeds the Einstein–Podolsky–Rosen (EPR)
limit that is defined for quantum correlations and that is
equal to one [130] (namely, Δt · Δν > 1). As we will show, we
exceeded the EPR limit, thus enabling the generation of
hyper-entanglement with time and frequency modes,
which we were able to access and manipulate individually
and independently.
Here, as illustrated schematically in Figure 3 [33], we
generated time-entanglement by exciting a microring
resonator with three optical pulses delayed by Δt = 24 ns
(with a pump repetition rate of 250 MHz, corresponding to
4 ns, Figure 3a), whilewe realized frequency-entanglement
by selecting three emission resonances of the microcavity,
each separated by Δν = 200 GHz (corresponding to the
microring free spectral range, Figure 3b). Such an excita-
tion (centered at 1550 nm) led to the SFWM-enabled
generation of signal and idler photons having an emission
bandwidth over three cavity resonances and being simul-
taneously entangled in time and frequency (Figure 3c).
Specifically, we could realize a four-partite three-level
hyper-entangled state, where the number of parties (four)
was given by the time and frequency modes (individually
‘carried’ by each photon), while the number of levels was
given by the number of modes (three) per party. As we can
see, the product between the time- and the frequency-
mode separation (Δt= 24 ns andΔν= 200GHz, respectively)
is much higher than the EPR limit (specifically, Δt ·
Δν = 4800).
However, such a hyper-entangled state is still bi-
separable, which means that there is no entanglement
between the time and the frequencymodes of each photon.
In other words, nondestructive projection measurements
on the time-entangled state |Ψ〉time = (|1s, 1i 〉 +|2s, 2i 〉
+|3s, 3i〉) do not affect the frequency-entangled state
|Ψ〉freq = (|as, ai 〉 +|bs, bi 〉 +|cs, ci〉), and vice versa (where
|1〉, |2〉, |3〉 and |a〉, |b〉, |c〉 denote the time and the frequency
qutrits, respectively). This feature characterizes instead a
cluster state |Ψcluster> that is hyper-entangled in time and
frequency. Specifically, the cluster state wave function
targeted in this experiment is
|ΨCluster〉 = |1s, 1i 〉 (|as, ai 〉 +|bs, bi 〉 +|cs, ci 〉)
                          + |2s, 2i 〉 (|as, ai 〉 +ei2π/3|bs, bi 〉 +e−i2π/3|cs, ci 〉)
                          + |3s, 3i 〉 (|as, ai 〉 +e−i2π/3|bs, bi 〉 +ei2π/3|cs, ci 〉),
(3.2.1)
which differs from the bi-separable state by the phase
factors α = ei2π/3 and β = e−i2π/3. Adding these phases to the
bi-separable quantum state required the coherent access
and manipulation of its individual time and frequency
modes. We accomplished this task by developing and
implementing a controlled-phase (C-phase) gate (see
Figure 4) made of fiber-based optical components, specif-
ically, two circulators, a fiber Bragg grating (FBG) array
(with frequencies matched to the QFC), and an EOM.
As described in Figure 4, we sent the quantum state as
C-phase gate input through the first circulator and reflected
the spectral modes through the FBG array so as to perform
frequency-to-time mapping (that is, each frequency mode
was temporally dispersed into different time slots). We
then added the phase factors α and β through the phase
modulator and finally sent the quantum state back to the
FBG through the second circulator, in order to reverse the
frequency-to-time mapping and obtain the targeted cluster
state |Ψcluster〉 as output.
We then used the realized cluster state to implement
proof-of-principle high-dimensional one-way quantum
operations, which were performed by means of two-partite
Figure 3: Scheme for the generation of time–frequency hyper-
entanglement.
(a) An optical pulse train composed of three pulses excites a
nonlinear medium, where photon pairs (signal and idler) are
generated through SFWM in a superposition of three time modes,
given by the number of pulses. This results in a three-level time-bin
entangled two-photon state. (b) A single pulse excites a nonlinear
medium placed inside a cavity, where photon pairs are created in a
superposition of three spectral modes, given by the number of
selected cavity resonances per photon. This leads to a three-level
frequency-bin entangled state. (c) Merging the concepts of (a) and
(b), an optical pulse train excites a nonlinear cavity, thus generating
a photon pair which is simultaneously entangled in time and fre-
quency (i.e., a three-level hyper-entangled two-photon state).
Adapted from [33].
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qutrit projections either in time or in frequency. Time and
frequency projections resulted in the generation of
orthogonal bipartite frequency- and time-entangled states,
respectively, the presence of which was validated through
quantum interference measurements (for extracting both
phases and amplitudes of the cluster state). The orthogo-
nality of such bipartite states was confirmed by estimating
the relative phase shift in their respective quantum inter-
ference pattern, while their entanglement was confirmed
through Bell inequality violations. For time-bin quantum
interference, we performed frequency-projections in the
basis {|as, ai〉, |bs, bi〉, |cs, ci〉} through optical filtering, and
finally used a two-arm interferometer for simultaneous
projections into the superposition of two-time bins
(i.e., |1 〉 +eiφ|2〉 and |2 〉 +eiφ|3〉 per photon, with φ being a
phase – see Figure 5), which resulted in different phase
shifts. For frequency-bin quantum interference, we per-
formed time-projections in the basis {|1s, 1i〉, |2s, 2i〉, |3s, 3i〉}
through temporal gating (i.e., in the detection), we then
added spectral phases and finally mixed the three fre-
quency modes through electro-optic modulation to
perform projections of the form |a〉 +eiφ|b〉 + ei2φ|c〉 per
photon (see Figure 5). Such frequency and time projections
resulted in nine different quantum interference patterns,
which are showed in Figure 5.
A fit between the measured interference patterns and
the expected bipartite wave functions allowed us to extract
all the phase terms composing the two-partite quantum
states, while their amplitudes were estimated through
34 = 81 coincidencemeasurements between all the possible
combinations of the temporal and spectral modes. The
modulus squared of the scalar product between the
measured wave functions was almost zero (on the order of
1 × 10−3 ± 2 × 10−2), from which we confirmed the orthog-
onality of the generated bipartite quantum states. From
each quantum interference pattern, we finally extracted
the respective raw visibility that, violating the Bell
inequality, confirmed the realization of two-partite three-
level entangled states via time and frequency projections.
According to the working principle of measurement-based
quantum computers described in Section 2, the successful
accomplishment of these operations allowed us to confirm
the proof-of-concept implementation of high-dimensional
one-way quantum processing.
As a final task, we also validated the genuine four-
partite qutrit entanglement of the generated cluster state.
While quantum state tomography measurements would
have provided full information about the cluster state
density matrix, those would have necessitated at least
38 = 6561 projections (see Section 4), the unfeasibility of
which is determined not only by their huge number but
also by the intricate measurement techniques they require.
For example, they may entail multiple projections to be
performed at the same time on a d-level system, which is
experimentally impractical. For this reason, we needed to
explore a more accessible and feasible technique to vali-
date genuine cluster state entanglement. To this end, we
made use of a four-partite three-level witness operator that
Figure 4: Cluster state generation through the controlled-phase gate. Left panel: a separable hyper-entangled state is used as the input to the
C-phase gate. Central panel: controlled phase gate, consisting of the two circulators, the fiber Bragg mirrors for frequency-to-time mapping,
and the phasemodulator for adding the specific phase terms in such a way to transform the separable state into the target cluster state. Right
panel: four-partite three-level cluster state obtained as C-phase gate output. The two density matrices have been constructed analytically.
Adapted from [33].
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we derived from a theoretical approach developed by our
group to determine experimentally feasible universal
entanglement witnesses (see Section 4). Specifically, we
constructed the witness by using high-dimensional stabi-
lizers composed of the generalized 3 × 3 Pauli matrices (see
Section 4) and measured its expectation value, given by
〈Wcluster〉 = 5/3 − 1/3Re(〈 I1I2Z3Z†4 〉 + 〈 Z†1Z2I3I4〉
+ 〈I1Z2X3X4 〉 + 〈 X1X2Z3I4〉
+ 〈Z1I2X3X4 〉 + 〈 Z†1Z†2X3X4〉
+ 〈X1X2I3Z4 〉 + 〈 X1X2Z†3Z†4〉).
(3.2.2)
Here, Z=|0〉〈0|+ei2π/3|1〉〈1|+e−i2π/3|2〉〈2| and X=|0〉〈1|+|1〉〈0|+
|2〉〈1| are the 3 × 3-dimensional Pauli matrices corresponding
toσzandσx, respectively, I=|0〉〈0|+|1〉〈1|+|2〉〈2| is the identity,
† denotes the transpose conjugate, Re indicates the real part,
and each term within the bracket 〈〉 represents the stabilizer
(the matrices are here expressed in the most generic qudit
basis {|i〉} with i = 0, 1, 2). The subscripts 1, 2, 3, 4 denote the
qutrit with respect to each Pauli matrix is applied and
measured. Specifically, 1 and 2 are respectively the temporal
modes of the signal and the idler, while 3 and 4 are their
corresponding frequency modes. To determine the expec-
tation value of such a witness, two types of time and fre-
quency projections were needed: one in the I and Z
computational basis ({|1〉,|2〉,|3〉} and {|a〉,|b〉,|c〉}, and one in
theX basis (superpositions of the time and frequencymodes
|t1〉=1/
̅̅̅̅̅̅̅̅̅̅̅̅
3(|1〉+|2〉+|3〉)√ , |t2〉=1/ ̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅3(|1〉+ei2π/3|2〉+e−i2π/3|3〉)√ ,
|t3〉 = 1/
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
3(|1 〉 +ei2π/3|2〉 + e−i2π/3|3〉)√ and ⃒⃒⃒⃒fa〉 = 1/̅̅̅̅̅̅̅̅̅̅̅̅̅̅




Projections into the time and the frequency basis
{|1〉, |2〉, |3〉} and {|a〉, |b〉, |c〉} were performed through tem-
poral gating (in the detection) and optical filtering,
respectively, while projections into the basis {⃒⃒⃒⃒fa〉, ⃒⃒⃒⃒fb〉, ⃒⃒⃒⃒fc〉}
were carried out through electro-optic phase modulation.
Projections into the basis {|t1〉, |t2〉, |t3〉} were performed by
first assessing the cluster state phases via simultaneous
projections into the superposition of two-timemodes each,
which were accomplished with a two-arm interferometer.
The states |t1〉, |t2〉, |t3〉were then reconstructed through the
measured quantum interference patterns (see Figure 5). 81
projections were necessary to determine the expectation
value of each stabilizer, which led to a total of 81 × 8 = 648
Figure 5: Quantum interferencemeasurements performed for one-wayquantumoperations. (a–c) illustrate the results obtained from time-bin
interference, while (d–f) depicts the results obtained from frequency-bin interference. Each pattern is reported together with the visibility
measured from each projection. All the obtained visibilities exceed the thresholds necessary to violate their respective Bell inequalities
(i.e., 70.7% for time-projections and 77.4% for frequency-projections). Adapted from [33].
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measurements to evaluate the expectation value of the
whole witness. From the described projections, we could
experimentally extract 243 parameters having a real value
between 0 and 1, and used them to determine the expec-
tation value of each stabilizer, which resulted in eight
complex numbers having an absolute value smaller than 1
(see Figure 6). We then calculated the expectation of the
whole witness by taking the real part of these eight
expectation values individually and then summing them
up, as shown in Figure 6. We measured (within seven std)
a negative expectation value of W = −0.28 ± 0.04 that,
according to the definition of witness operators (see
Section 4), confirmed the generation of a genuine four-
partite three-level entangled cluster state.
Finally, we made use of the approach we developed
in Ref. [39] and describe in Section 4, to test the robust-
ness of the measured cluster state witness over inco-
herent (white) noise that, being typically caused by
losses andmeasurement setting imprecisions, effects the
quantum state purity. Themeasured cluster state witness
can tolerate up to 37.5% of incoherent noise (see Section
4). By comparing this value with the noise threshold of a
four-partite two-level cluster state (that is, 33%), we can
see that, given the same number of parties, qutrits are
more robust than qubits toward white noise, which is a
further validation that noise sensitivity decreases with a






A surge in the complexity of the quantum state generally
increases the number and difficulty ofmeasurements needed
for its characterization. One example of this is quantum state
tomography, which necessitates at least d2N projections for a
full reconstruction of the density matrix. With a growing
number of photons/parties N and/or levels d, the quantity as
well as the complexity of the measurements needed for
quantum state tomography drastically increase, thus
hampering its experimental feasibility. On the other hand,
quantum photonic applications demand a practical and
accessible characterization of quantum states and entangle-
ment independently of their complexity. A promising route
toward this purpose is provided by witness operators, which
were introduced by Horodecki [60, 131, 132]. A witnessW is a
Hermitian operator that is used in experiments to validate
whether ameasuredquantumstate is close to the ideal target,
how much it differs from the target, and whether it is entan-
gled or not. Awitness is typically designed in such away that
its expectation value (the quantity measured experimentally)
is not negative for all separable states and negative for some
entangled states. A witness further allows to distinguish be-
tweendifferent classes of entangled states, as it is constructed
to be tailored to a specific quantum state [133]. Therefore,
according to the witness definition, measuring a non-
negative expectation value only provides information that
the generated quantum state is not close to the target, while it
can still be entangled but belonging to a different class of
(entangled) states. For instance, a witness that is constructed
to detect the presence of a four-partite cluster state, if applied
to a four-partite GHZ state, results in a non-negative expec-
tation value, even though GHZ states are entangled [39]. A
main advantage of using witness operators is that important
information about the structure andphase components of the
investigated quantum state can be retrieved from their mea-
surement, a direct consequence of the fact that these opera-
tors are constructed to be tailored to classes of entangled
states. As such, while witnesses, in contrast with quantum
state tomography, do not provide full knowledge about the
densitymatrix, they enable a deep understanding about how
the structures as well as the phase components of a quantum
state are affected by, e.g., experimental conditions, quantum
Figure 6: Measurement of the entanglement witness. Real and
imaginary (blue and red bars, respectively) parts of the measured
expectation values for the individual terms comprising the witness
operator. Since only the eight real parts contribute to the
expectation value of the witness, this results in a real number that,
being negative, confirms the genuine four-partite three-level
entanglement of the generated cluster state. Adapted from [33].
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state evolution, and interaction with environment and/or
with other systems.
Due to its typically complex mathematical structure,
measuring a witness operator is a difficult task from an
experimental perspective [60]. The realization of complex
quantum states, as well as their potential applications for,
e.g., quantum photonics, have intensified the need of devel-
oping witnesses that are straightforward to be measured in
practice. This task has been partially achieved by Tóth and
Gühne, who have developed witness operators for the
feasible identification of complex quantum states such as
cluster and GHZ states by making use of stabilizers [133]. A
stabilizer is a quantumoperator that, when applied to a given
quantum state |ψ〉, keeps it unchanged overall (besides a
potential global phase factor). As such, a set of stabilizers is
unique to a given quantum state (similarly to witnesses) and
forms a so-called stabilizer group that allows for full state
density matrix reconstruction [39]. The feature that makes
stabilizers advantageous for quantum information science
and applications is that they can be expressed in terms of
Pauli matrices. This means that stabilizers can be measured
through single-particle projections, which are considered
experimentally easy operations, especially in contrast to joint
measurements. Thismakes stabilizers optimal candidates for
the constructionof experimentally feasiblewitness operators,
as has been done by Tóth and Gühne for two-level GHZ and
cluster states [133]. However, while the stabilizer formalism
has been developed also for d-level cluster states through the
use of generalized (i.e., high-dimensional) Pauli matrices
[94], prior to our work [39], no d-level entanglement witness
had been constructed by using high-dimensional stabilizers.
Generalized Pauli matrices may be very difficult indeed to be
measured, as they typically necessitate single-qudit pro-
jections into a simultaneous superposition of multiple levels.
Furthermore, the experimentally feasibility of these pro-
jections can significantly depend on the photon degree of
freedom that is measured. For instance, d-level projections in
time are more difficult to execute compared to d-level pro-
jections in frequency, as they may require the use of, e.g.,
multi-arm interferometers,whichareparticularly challenging
to implement and stabilize [134]. The feasibility of d-level
projections can be further affected by the efficiency of the
measurement devices. This is the case for, e.g., electro-optic
phase modulation, the efficiency of which decreases with a
growing number of level projections [37].
As shown in this review, our group addressed this
issue and developed a theoretical approach to construct
high-dimensional stabilizer-based multi-partite d-level
entanglement witnesses that allow for the identification of
any arbitrarily complex quantum state and that are feasible
for practical measurements [39]. We also tested the
robustness of these operators against white noise and
showed that, also in the case of multi-partite quantum
systems, qudits are less sensitive than qubits. Specifically,
the noise tolerance of qudits increase with a growing
number of levels. As shown here, we finally developed a
technique for customizing a witness to realistic experi-
mental scenarios by considering two examples which are
very common in quantum optics: one example is related to
measurement restrictions caused by losses, the other to the
measurement settings available, such that d-level pro-
jections are avoided [39].
The starting point of this approach consists in judi-
ciously modifying and simplifying what we call a ‘theo-
retically optimal’ witness that is used to identify the
presence of a generic pure quantum state |ψ〉 as well as
those states close to it and that is given by
Wopttheor =
1
1 − α (α ⋅ I − ρ). (4.1)
Here, I is the identity operator, ρ = |ψ〉〈ψ| is the quantum
density matrix, and α is a coefficient designed such that all
separable quantum systems result in a non-negative
expectation value of the witness. While such a theoreti-
cally optimal witness has a very high noise tolerance (due
to its large mathematical bounds), the measurement of its
expectation value is not experimentally feasible, especially
as the quantum state complexity increases (for example, it
would necessitate the determination of the full density
matrix ρ). In order to make the witness measure practical,
we introduce two new operators, i.e., Wmeas and
Θ = Wmeas − ρ, which comprise measurement settings that
are respectively easy and challenging to implement in
practice. The only constraint about the operator Wmeas,
which can be completely arbitrary, is that it must be Her-
mitian (i.e., observable). After having introduced these two
operators, the goal is to replace Θ with its largest eigen-
value, that is, with a scalar number that represents the
worst possible measurement outcome and that results in
the maximal expectation value ofΘ. In other words, such a
scalar number is defined so as 〈Θ 〉 ≤λmax(Θ) = 〈λmax(Θ) ⋅ I〉.
Such a replacement leads to a witness operator that is
feasible to implement in practice, and which we define as
‘experimentally optimal’, given by
Wexpopt =
1
1 − α [(α + λmax) ⋅ I −Wmeas)]. (4.2)
By examining Figure 7, which depicts the complexity
of the witness measurement settings as a function of the
noise tolerance of the witness, we can observe the differ-
ences between a theoretically and an experimentally
optimal witness (the orange square and the green circle,
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respectively). Determining the expectation value of a wit-
ness typically requires several measurements, which
introduce an experimental noise floor (the grey area) that
grows as the complexity of the measurement settings in-
creases. In this scenario, the high noise tolerance provided
by a theoretically optimal witness comes at the cost of
several intricate measurements, which makes it almost
impossible to be measured in practice. On the other hand,
while an experimentally optimal witness has lower noise
tolerance, determining its expectation value requires
measurements that are reduced in both number and
complexity, with the significant advantage of decreasing
the experimental noise floor. Since measuring a negative
witness expectation value with a high statistical confi-
dence (here, defined as σ – the shaded green or orange area
in Figure 7) already provides a necessary and sufficient
condition to confirm the generation of a targeted quantum
state, an experimentally optimal witness should provide,
in the best-case scenario, the maximal σ with which we
measure its negative expectation value. In view of this, our
approach aims tomaximize themeasurement confidence σ
and, as such, to determine a witness providing the best
possible compromise between its noise tolerance and
experimental complexity. Such a goal can be accomplished
by properly choosing the measurement settings that are
required to measure Wmeas of Eq. (4.2).
In our work [39], we focused on multi-partite d-level
optical cluster states and constructed the operatorWmeas
by making use of high-dimensional stabilizers, so as to
derive a witness capable of identifying the presence of
such states in an experimentally feasible manner that
simultaneously boasts a high noise tolerance. The
generic expression of this experimentally optimal wit-
ness is given by
Wexpopt =
d + 1
d − 1 I −
d















where the parenthesis encloses Wmeas, while S( l)k denotes
the stabilizer to the power of l that is applied to the kth
qudit. The experimental feasibility of this witness is given
by the fact that the determination of its expectation value
only necessitates two measurement settings, which are
defined by the sets {X(1), Z(2), X(3), Z(4),…} and {Z(1), X(2), Z(3),
X(4), …}, respectively, containing the generalized Pauli
matrices needed to measure the odd and the even stabi-
lizers. The two measurement settings typically include the
transpose conjugates of the Paulimatrices, due to their non
Hermicity.While we derived thewitness in Eq. (4.3) by only
making use of the so-called main stabilizers (equal in
number to the quantum state parties) [133], we can always
define a complete set of dN stabilizers (achievable by
permuting the N main stabilizers) that enable the recon-
struction of the full quantum state density matrix and that
can also be used to construct the witness.
We finally used the witness of Eq. (4.3) to investigate
the robustness ofmulti-partite d-level cluster states against
white noise, which effects the density matrix of a generic








+ (1 − ϵnoise)
⃒⃒⃒⃒CN , d〉〈CN , d ⃒⃒⃒⃒, (4.4)
where 0 ≤ εnoise ≤ 1 is the noise amount introduced to the
quantum system. Considering that the noise threshold εth
of the witness tolerance is defined as the maximum noise
that will result in a negative expectation value of the wit-
















Three important aspects can be seen from this result.
First, the noise tolerance of cluster states increases with a
growing number of levels. Second, given a fixed number of
Figure 7: Complexity of the measurement settings versus the noise
tolerance of the witness. A theoretically optimal witness (orange
square) has the highest noise tolerance, at the cost of complex
measurement settings, which increase the experimental noise floor
(grey area). An experimentally optimal witness (green circle) has a
lower noise tolerance, but requires less complex measurement
settings, which makes the experimental noise floor decrease. The
goal is to maximize the measurement confidence σ (shaded orange
and green area) with which a negative witness expectation value is
measured. Adapted from [39].
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parties N, εth also increases with a growing number of
levels, ideally reaching the limit of εth = 0.5 as d→∞ (see
Figure 8 for the case of N = 4 parties and d up to 10 levels).
Vice versa, for a fixed quantum state dimensionality d, εth
decreases with a growing number of parties N, in a similar
manner as it was showed for two-level cluster states [133].
This was the first demonstration that, also in the case of
multi-partite quantum systems, qudits are more robust to
noise than qudits, with a tolerance growing with an
increasing number of levels [39]. Third, with the noise
threshold of Eq. (4.5), we have demonstrated for the first
time that different cluster states exhibiting the sameHilbert
space size can have different noise tolerances. Specifically,
the higher the quantum state dimensionality d, the higher
the robustness. For instance, eight-partite two-level and
four-partite four-level cluster states have the same Hilbert
space size (i.e., 28 = 44 = 256), but significantly different
noise tolerances, which are 26.67 and 40%, respectively.
This is a direct consequence of the fact that qudits become
stronger as the single state dimensionality increases, as
demonstrated in our work [39].
Identifying the presence aswell as the entanglement of
two- and multi-partite d-level photon states with practical
and accessible techniques is of fundamental importance
for quantum photonic applications. However, there are
some experimental scenarios in which it is impossible to
identify a witness Eq. (4.3), for example, when there are
some experimental restrictions that hamper the measure-
ment of some stabilizers. The approach described in this
review enables customizing witness operators in such a
way as to select and use specific stabilizers and/or other
operators according to the experimental restrictions and
available measurement settings. Such a customization
targets the use of these witness operators also in quantum
photonics.
We consider as a first example the four-partite qutrit
cluster state that has been shown in Section 3.2. Measuring
the matrices Z, Z†, and I requires temporal gating and optical
filtering/diffraction in the time- and in the frequency-
domains, respectively. As long as the detectors used have
sufficient temporal resolution and the frequency separation is
accessible, these measurements are typically feasible and
introduce low losses (around−1 to−2dB).MeasuringXandX†
instead requires stable optical interferometers and electro-
optic phase modulation in the time and spectral domains,
respectively. Those measurements, besides adding signifi-
cant experimental complexity, introduce higher losses
(from −5 to −20 dB). In this scenario, among the 38 = 81 sta-
bilizers that uniquely describe the cluster state densitymatrix
[33, 39], it is convenient to select those operators whose
measure introduces minimal experimental complexity and
losses. In particular, a specific measurement restriction
would be to use either the interferometer (for time-bin su-
perposition) or the frequency shifter (for phase modulation),
but not both at the same time. Our approach allows for the
selection of 20 out of the 81 stabilizers that can be measured
according to this restriction and that can thus be used to
construct an ‘experimentally-customized’ witness. This









(Sk + S†k), (4.6)
where the explicit expression of the stabilizers within the
parenthesis is reported in the supplemental material of
Ref. [39]. Such witness can tolerate up to 45% of white
noise, a value that is 20% higher than the 37.5% of noise
tolerated by the witness of Eq. (3.2.2). This is a direct
consequence of the fact that the witness has been
customized with respect to specific measurement condi-
tions. This brings us to the important conclusion that,
given the same quantum state, different experimental re-
strictions lead to different experimentally optimal wit-
nesses having, in turn, different noise sensitivities.
Targeting quantum communications applications, we
now consider the example of a time-bin qutrit photon Bell
state of the form |Ψ〉time = 1/
̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
3(|1s, 1i 〉 +|2s, 2i 〉 +|3s, 3i〉)
√
.
We focus in particular on the experimental restriction in
which it is impossible to perform d-level projections at a
time, which implies the impossibility of measuring a sta-
bilizer. Our approach allows constructing a witness
through alternative, experimentally feasible operators to
be used in lieu of (some) stabilizers. Measuring a stabilizer
witness would necessitate simultaneous three-level
Figure 8: Noise tolerance of the witness as a function of the
quantum state level d, given a fixed number of parties N = 4. We can
observe that the witness robustness toward white noise increases
with a growing number of levels. While we report here only up to
d = 10, such a tolerance saturates at 50% for d → ∞.
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projections onto time qutrits, which may be a very difficult
task. For example, it would require the use of unbalanced
three-arm interferometers that, on the top of being chal-
lenging to implement and stabilize, are not readily avail-
able. Rather, the only available measurement setting is a
stable two-arm interferometer, which only allows for pro-
jections on a two-level basis. In practice, thismeans that it is
only possible to performmeasurements in the basis of Z and
I (i.e., in the computation time-bin basis), but not in the
basis of X (i.e., in a superposition), see Section 3.2. Such a
restriction makes necessary the construction of a witness
that can be measured by means of only two-level pro-
jections, a practical task that is enabled by using our
approach. To this end, we introduce two-level projection
operators and replace those stabilizers containing theX (X(†))
matrixwith them. The actionof these operators (comparable
to partial trace operators [135]) is to project onto a super-
position of only two modes at a time, while removing the
thirdmode (that is, the actionof a two-arm interferometer on
a qutrit time-bin state). In the qudit basis {|i〉}, the two-
dimensional projectors read X1,2 = |0〉〈1| + |1〉〈0|, X1,3 =
|0〉〈2|+ |2〉〈1|, and X2,3 = |1〉〈2| + |2〉〈1|, which are identical to
three out of the eight Gell–Mann matrices [136]. Here, the
subscripts label the qudit onto which the projection is per-
formed. The customized witness constructed by using these
operators as well as those stabilizers that can be measured
through a two-arm interferometer is given by
Wcustexp = 5/3I − (Z†Z + ZZ†) − (X1,2X1,2 + X1,3X1,3 + X2,3X2,3).
(4.7)
The customized witness can tolerate up to 37.5% of
noise, which is lower than the noise tolerated by the wit-
ness directly constructed from Eq. (4.3) (i.e., 50%). How-
ever, such a lower noise threshold is compensated by
simplified measurement settings (i.e., a two-arm rather
than a three-arm interferometer), by lower measurement
complexity (i.e., two-level rather than three-level pro-
jections), as well as by a decreased number of projections
(i.e., 39 projections rather than the 81 required for the
witness derived from Eq. (4.3)).
5 Conclusion and outlooks
The use of integrated, CMOS-compatible quantum optical
platforms for the generation of complex entangled photon
states, as well as the use of off-the-shelf fiber-based com-
ponents for their processing, pave the way toward the
development of ‘user-friendly’, accessible quantum pho-
tonic technologies. Important achievements toward this
direction have been obtained in, e.g., quantum communi-
cations, [137–139]. While satellite quantum communica-
tions based on polarization-encoded photon states have
made fast progress toward their practical exploitation (e.g.,
for QKD [140]), quantum communication protocols based
on time- and frequency-encoded photon states are still the
main subject of proof-of-concept demonstrations. The on-
chip generation and fiber-based transmission of multi-
level frequency-entangled photons demonstrated in
Ref. [37] offer a promising solution toward extending these
proof-of-principle demonstrations to practical quantum
communication protocols to be implemented based on
frequency-encoded photon transmission over fibers. To
this end, the approach reported here has to be improved
accordingly, for example, by boosting the efficiency of the
modulation techniques, as well as by engineering modu-
lators with higher bandwidths (so as to enhance the
number of spectral components that can be processed by
maintaining high efficiency) and implementing more on-
chip integrated circuits (for instance, on-chip devices for
photon state manipulation and processing). Finally, the
km-long fiber propagation that was demonstrated in the
lab can be extended in such away to reproduce fiber-based
photon transmission among two out-of-the lab locations
situated km apart. This way, it would be possible to
implement and improve fiber-based communication links
in a similar manner as it has been widely demonstrated for
satellite-based communication links [140–142].
The proof-of-principle one-way quantum operations
that we have demonstrated in Ref. [33] suggest a promising
route toward the implementation of quantum computing
algorithms on photonic platforms that are compatible with
both CMOS chips and with fiber-based networks [3, 143].
The use of a few photons also provides the advantages of
increasing both detection rates and coherence time,
dramatically reducing the scale and complexity of quan-
tum optical platforms, as well as enhancing their robust-
ness against white noise [38]. A further step toward a broad
use of quantum photonics is the generation and processing
of time and/or frequency modes at speeds that are
compatible with current GHz telecommunication trans-
mission rates. Achieving this goal would enhance the ap-
plications of the measurement-based quantum operations
reported in this review.
Determining the presence as well as the entanglement
of complex photon states via feasible measurement tech-
niques is an important milestone for quantum photonic
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applications. However, progress toward this direction is
still in its early stages. In this sense, the approach reviewed
here to derive experimentally optimal witness operators
and to customize them toward experimental conditions
and available measurement settings represents an initial
step toward this end. While our approach has been derived
specifically for optical quantum states by considering
specific DOFs such as time and frequency, it can be
extended to other DOFs that are widely exploited in other
photonic platforms, such as OAM [28, 29] and optical path
[25–27]. Finally, the approach reported here can be further
improved and, under judicious modification, can be
extended to mixed states [144, 145], describing systems
interacting with the surrounding environment. A quantum
state that undergoes interaction with its environment can
drastically change its phase and structure. In particular, it
is affected by dissipation and decoherence, and it can also
become entangled with the contiguous environment [146].
In this case, we can explore dynamic (i.e., evolving)
entanglement. Understanding the evolution of the quan-
tum system, its properties, as well as its entanglement, has
several applications in many fields, including quantum
computing and other engineering areas. Our approach,
with proper modifications, could allow such investigations
in a feasible manner.
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